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. TUT09 Access rule name: linsentiauss Access Rule laglidaainumnuien
ansaiilala 1w nsdlfisndesnisasiinguesnisuden URL 1s1nasiadu

il Block_URL

Wizard

Thig wizard helps you create a new access nule. Access
rules define the action that is taken, and the protocaols that
may be used, when specified clients from one netwark
attempt to access specific destinations or content on

another netwark.

Access nile name:

Hew Access Rule Wizard 3 x|

Welcome to the New Access Rule

Block_URL

To continue, click Next.
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<. nandonil © Deny mneidliougn augU e.e antulinadu Next

Rule Action

if the condttions specified in the rule are met.

New Access Rule Wizard x|

Select how client requests for content from the specified destination are dealt with

Action to take when rule condtions are met:
 Allow
i» Deny

< Back Next = Cancel

o

& 9zlaniIn1e New Access Rule Wizard Us1ngauunludiuvas Protocols tned
984 This rule applies to: lisndanidu All outbound traffic (Maneiiayemig
nnseengLATevIeIeanianNn) AN3U o.¢ 1NTUAINTYL Next

Protocols
Select the protocols this rule applies to.

New Access Rule Wizard |

This rule applies to:

Frotacols:

.
Edit...

Femayve

i

Forts ..

< Back Next =
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. awlantieing Malware Inspection musy e Tindniden

® Enable malware inspection for this rule

New Access Rule Wizard B

Malware Inspection
Select malware inspection settings.

¥ Enable malware inspection for this rule

" Do not enable malware inspection for this rule

l:"'_H“ For malware inspection to be applied to this rule, malware inspection must be enabled
globally.

Help about malware inspection.

e~

= Back Mead > Cancel

Wb

o. 1ionanUu Next agleninsne New Access Rule Wizard Usingiuunaigle
e Access Rule Sources Gl’mgﬂ ooy

New Access Rule Wizard |

Access Rule Sources
This rule will apply to traffic orginating from the sources specified in this page.

This rule applies to traffic from these sources:

Edit...

Hemawe

I

< Back Meadt = Cancel
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<. lvmdndu Add... aglantisinedesta Add Network Entities  Usingiuunaiy
U o< Wilden Internal Miagnelavuin Networks

Add Network Entities *
MNetwork entities:

@ External
= Internal

=% Local Host
=h Quarantined VPN Clients
"% VPN Clients
[ Metwork Sets
Ca Computers
[ Computer Sets
[ Address Ranges
[CJ subnets

&d Close

o

wapdn Add wag Close anuanduagliniugy el.e

New Access Rule Wizard i 3|

Access Rule Sources
This rule will apphy to traffic orginating from the sources specified in this page.

This rule applies to traffic from these sources:

== Intemal

I

Remave

< Back Next = Cancel
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« NUUAIUTY o« indnUu Next 9gleniiipne New Access Rule Wizard

AelenRn9Ae Access Rule Destination m’mgﬂ 0.®0

Access Rule Destinations

in thiz page.

New Access Rule Wizard x|

Thig rule will apply to traffic sent from the nule sources to the destinations specified

This rule applies to traffic sent to these destinations:

Edit....

I

Femoye

< Back

Next = Cancel

g‘d 0.®0

oo lndnUy Add... aglantidnsgestia Add Network Entities U519 7usniugy
o.oe MideNmnAnNsdeInIsuden Jusazudentilunuanluudld uidil
dorumine TueuiansfagAumen

Add Network Entities

MNetwork entities:

X

MNew - Edit...

Delete

GEf Education/Reference
GE Employment

G‘r_’ Fashion/Beauty

[ Finandial

E—F_l Forum/Bulletin Boards
GE Free Hosting

GE Gambling

GE Games

GE“ General Business

EE‘ General Entertainment
EF_" GovernmentMilitary
GE Hacking/Computer Crime
Gar_l Hate Discrimination

GE Health

GE Humor /{Comics

G‘E Ilegal Drugs

G_Ej Internet Services

]

Close

g‘d 0.6
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0. UAIAAN Add uag Close MuE1AY Awlanusy a.ob

Mew Access Rule Wizard N

Access Rule Destinations

Thig rule will apply to traffic sent from the nule sources to the destinations specified
in this page.

This rule applies to traffic sent to these destinations:

[ General Entertainment

Remave

I

<Back | Next> Cancel

E‘U o.eb

=6

0. 3NUUAUTY ool TAFNYUL Next aglintinpa1s New Access Rule Wizard
aglavtisnafe User Sets m1u3U oo @9ludeod This rule applies to
requests from the following user sets: azidu All Users (dlifilindn Add...

walldean All Users 19114)

New Access Rule Wizard i

User Sets

"You can apply the rule to requests from all users. Or, you can limit access to
specific user sets.

Thiz rule applies to requests from the following user sets:
o A Users

Edit.s,

Femoye

It

<Eadq|Next>I Cancel

E‘U o.@m
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on. 313U oo AFNYL Next dwleniie1a New Access Rule Wizard nnelel
ninseAa Completing the New Access Rule Wizard 135U e.oc

Hew Access Rule Wizard 3 x|

Completing the New Access Rule
Wizard

You have successfully completed the New Access Rule
Wizard. The new Access Rule will have the following
configuration:

MName:

Block_URL
Action:

Allow
Traffic:

All outbound traffic
Malbware Inspection:

Enabled -
= b

To close the wizard, click Finish.

<Back [ Fnsh | Cancd |

U eoc

Tis1adndu Finish Wudwasaludiuresnisaangnisudonivles uasdeod
nsmvuaiiuledlateifesnisuien

o< \ilois1AanUu Finish MUY o.oe WEINLNTUNTIVERIY Forefront TMG A
U o0& W51P8NUI19 General Entertainment Wian Properties
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o&.2l9niA1 General Entertainment Properties #113U el.oo

General Entertainment Properties =

Genersl | URL Category Ovenide | Category Guery |

(% Mame: (seneral Entertainment

Description Ertertainment Web sites are sites that distribute,
{optional): display. discuss or promote entertainment related
content, e.g., movies, television, and music.

0K I Cancel Apply

U wen

oo. Widenuwiiu URL Category Override 9sUs1ngniiinemusy o.oe

General Entertainment Properties kS

"General URL Category Overide | Category Guery |

URL categories are predefined. Add a URL to a different category to
override its default.

Filter by category: | General Entertainment |
URL pattern_~ | category |

Add... | Edifi.. | Remove I
Report a URL to Microsoft Reputation Service as incorrectly cateqorized

ok | Cancel | Aopy
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o, LaaAan Add... aglantinsnagas URL Category Override finsitdula@finesnis
szuaenasluludesisn 1wy www.facebook.com/*  1unisudentivlad
Facebook lnglidunaieimaaiuledasdediiniamue /% fe nugl oo

URL Category Override |

Owverride the default URL category for this
URL pattern:

I www, facebook, com /=

Example: www.contoso, comf™®

Move the URL pattern to this URL Category;

General Entertainment j

Ok Cancel |

W vox

oc.d1ulure09 Move the URL pattern to this URL Category: azifunsiden
VuIANY F3E8NU19N General  Entertainment  Aazidudiiiisndentd
MnuAdnYY OK azlanus oo

General Entertainment Properties

"General  URL Category Overide | Category Query |

|%

URL categories are predefined. Add a URL to a different category to
override its default,

Filter by category: |General Entertainment |
URL pattern = | Category |
www. facebook,com/* General Entertainment

Add... | Edit... I Remaye |

Report a URL to Microsoft Reputation Service as incorrecy categorized

oK | Cancel | g
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#33U ellolo
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U ellolo

. LaAANLEBN Access Rule w9z laniinmng Welcome to the New Access Rule
Wizard @usn Tugias Access rule name: Tinsanteavainyg lnglvidaninununey
Msndile Tunthsdeansudening wifesaadude Block File n1u3U ellom

New Access Rule Wizard 3 P

Welcome to the New Access Rule
Wizard

This wizard helps you create a new access rnule. Access
rules define the action that is taken, and the protocols that
may be used, when specified clients from one network
gttempt to access specific destinations or content on
another netwar.

Access ule name:

Block_File

To continue, click Mext.

< Back I Mead = I Cancel
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<. pandonil © Deny mneidliougn augl eloe antuliadndy Next

Rule Action

ff the condttions specified in the rule are met.

New Access Rule Wizard x|

Select how client requests for content from the specified destination are dealt with

Action to takee when rule conditions are met:
" Allow
s Deny

< Back Next > Cancel

U ellog

& laniieng New Access Rule Wizard Usingiuun arglantiengdie
Protocols lae#idas This rule applies to: Tmsudendu Selected Protocols

AU ellod

Protocols
Select the protocols this rule applies to.

Mew Access Rule Wizard

3¢

This rule applies to:

Protocols:

Add

Edit...

Fiemowe

Ports..

i

< Back Mext >

U el
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PNUUANIU alog Tinandu Add... wduden HTTP uag HTTPS Wlegnneld
#3n Common Protocols i tunugy el

Add Protocols X

Protocols:

Mew ~ Edit... Delete

= [ Common Protocols -

L Sd

L Hres

ui'ﬁ HTTPS Server

i—_'!ﬂ IMAPS Server

ﬂr_ﬁ Live Messenger

L pivg

L7 pop3

u-_'f_ POP3 Server

ur_'_-i POP35S Server

L smre

ui'ﬁ SMTP Server

I—_'E,H_ SMTPS Server

ur_ﬁ Telnet

uu;'f_ Telnet Server
[ Infrastructure hd

Add I Close |

U allon

dleadnUu Close mu3y alos Agldinugy oo

New Access Rule Wizard

Protocols
Select the protocols this rule applies to.

[

Thig rule applies to:

ISeIec:ted protocols
Protocols:

LinTTe
LA HTTPS

Ports

Ll

<Back | MNet>

U oloe
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o. 213U olloas TiRANUYN Next 2glanti1sing New Access Rule Wizard anglel
nins19Ae Access Rule Sources AU olloc

MNew Access Rule Wizard I x|

Access Rule Sources
Thiz rule will apply to traffic orginating from the sources specified in this page.

Thiz rule applies to traffic from these sources:

Edit..,

Ui

Femaye

<Back | MNet> Cancel

U elloc

Tindndu Add... aglaniinsnsgasda Add Network Entities U51n9Tusnniugy
ollox Widen Internal Niagnelanuin Networks

Add Network Entities x|

Metwork entities:

New - Edit... Delete

= [ Networks
@ External
g nicrral
= Local Host
=% Quarantined VPN Clients
) VPN Clients
[ Network Sets
[ Computers
3 Computer Sets
[ Address Ranges
3 5ubnets

Add Cose |

U ellow
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maenAanYx Close winaglanugy a.ao

Hew Access Rule Wizard 3 x|

Access Rule Sources
Thig rule will apply to traffic onginating from the sources specified in this page.

Thig rule applies to traffic from these sources:

=l Intemal

I

< Back Mext > Cancel

E‘U ¢.eno

2. NUuAuIY Lo AANYUN Next aglaniinans New Access Rule Wizard
neleniiginafe Access Rule Destinations #3U ol.ae

New Access Rule Wizard i ]

Access Rule Destinations

This rule will apply to traffic sent from the nule sources to the destinations specified
in this page.

This rule applies to traffic sent to these destinations:

Edit

It

Hemayve

< Back Next = Cancel
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(NG

TindnUu Add... aglenisinagesio Add Network Entities UsIngauuniugy
olanlo T3 80N External Niagnnelsmviuin Networks

Add Network Entities

Metwork entities:

A

New - Edit... Delste

B (& Networks
°
=4 Internal
=4 Local Host
== Quarantined VPN Clients
% VPN Clients
[ Network Sets
[ Computers
| Computer Sets
|1 Address Ranges
[_d Subnets
[ Domain Name Sets
[ URL Categories
1 URL Category Sets
[ URL Sets

Add Close

U elanlo

waAaNUY Add wazadnyu Close Mua1AUaLlaRIUTY of.onen

in thiz page.

Hew Access Rule Wizard g

Access Rule Destinations
This rule will apply to traffic sent from the nule sources to the destinations specified

Thig rule applies to traffic sent to these destinations:

@ Edemal

Edit

Remove

i

< Back

MNext =

Cancel
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. NTuANIU oo Tiednta Next azldniinng New Access Rule Wizard
aeglanisingdie User Sets a3y el.one Falugea This rule applies to
requests from the following user sets: azidu Al Users (@nlaifilsiman Add
uddeon All Users 141l)

New Access Rule Wizard x|

User Sets

*You can apply the rule to requests from all users. Or, you can limit access to
specific user sets.

This rule applies to requests from the following user sets:
o Al Users Add

Edit..,

Femaye

Ui

< Back Next = Cancel

U el.on

©0.91n3U al.ne AANUY Next aglantii1a New Access Rule Wizard anglel
nUIM19AB Completing the New Access Rule Wizard AN oo

Hew Access Rule Wizard A

Completing the New Access Rule
Wizard

You have successfully completed the Mew Access Rule
Wizard. The new Access Rule will have the following
corfiguration:

Name: -
Block_File

Action:
Dery

Traffic:
HTTP,HTTFS

Source:

Intemal -
[ »

To close the wizard, click Finish.

<Back [ Fnsh |  Cancel |
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Tis1mandu Finish adndu Apply -> Apply -> OK snudsiu 1luduasaludiu
Yaen1smIngMsudening wiisdesdimstmvuaitlndlathsidesnisuden

oo.doisAantu Apply > Apply > OK auddiu #1u3U elad wdd Aeznauund
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Schedule I Content Types I Malware Inspection
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7| Name:
Description
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Type: Access Rule
Evaluation order: Rule 2 of 5
[V Enable
OK I Cancel Apply
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oo lUTuTiU Content Types 1800 Selected Content Types (with this option
selected, the rule is applicable only to HTTP and HTTPS traffic) augy
.o LWSIzaLE0n All Content types ngdialnanige) Tutes Content types

Hovue fefuisnIadonit selected  Content Types (with this option
selected, the rule is applicable only to HTTP and HTTPS traffic) unu

W12 lARNNMLSIFRINNS

Block_File Properties A

Schedule

This rule applies to:

Contert types:

" Al content types

% Selected content types fwith this option selected, the rule is applicable
onlyto HTTP and HTTFPS traffic)

" Generl I Action I Protocols | From

Contert Types

X

I To I Users
Malware Inspection

O 1 Application
O [ Audio

O ,_j Images

0O 0 Text
DI 17 Video
1

O ‘_\] Application Data Files
O =,;] Compressed Files

[ ) Documents

[ [} HTML Documents

[ [y Macro Documents

| of”

- New... |
[etails.. |

o]

Cancel | Aoply

U ol

0. 33U o.mz AGNUY New... Litea$1a Content Type Tl augu ool

Name:

Description:

Available types:

New Content Type Sat

S

| Audio1

Spedify the file and MIME types induded in the content type set.

I mp3

Selected types:

=] Add I

.mp3

file type (extension).

For HTTP requests, incoming content is identified by MIME type, When
MIME information is missing, or when FTP is used, content is identified by

o_|

Cancel |

Rermnye |

U elone
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Apply -> OK gnuansiu

Block_File Properties S|
. General | Action | Protocols | From I To I Users I
Schedule Content Types | Malware Inspection
This rule applies to:
" All cortent types

% Selected content types (with this option selected, the rule is applicable
onlyto HTTP and HTTPS traffic)
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. lurea Access rule name: 1n5en¥av83 Access Rule Tuntiisnfainisasneng
Ufion IP Address Asailu Block IP_Address musy o.e«

New Access Rule Wizard x|

Welcome to the New Access Rule
Wizard

Thig wizard helps you create a new access nule. Access
rules define the action that is taken, and the protocals that
may be used, when specified clients from one netwark
attempt to access specific destinations or content on
another network.

Access rule name:

Block_IP_Address

To continue, click MNext.

< Biack I Next > I Cancel

U o<

@ nandend © Allow #esugalildnuld (@lboygialdden © Deny )
A3U o.e INNUUARNYL Next

ew Access Rule Wizard

Rule Action
Select how client requests for cortent from the specified destination are dealt with
if the conditions specified in the rule are met.

5%

Action to take when rule conditions are met:
" Mlow
" Deny

< Back Next = Cancel

U e
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& 9zlaniIn1e New Access Rule Wizard Us1ngauunludiuves Protocols tned

%94 This rule applies to: Tmsnaendu Selected protocols #ugU o.ao

Protocols

ew Access Rule Wizard _ E

Select the protocals this rule applies to.

This rule applies to:

5. NNUUANTU o.eo iAdnUU Add... uaaden HTTP wag HTTPS fiegaele
%39 Common Protocols gy el.<e

Add Protocols

Protocols:

E3

New ~ Edit...

Delete

B | Common Protocols
L oms
(AR HTTP
Li§ Hrips
|1*_'j;'i HTTFS Server
ﬂ-_'f_ IMAFS Server
ur_"f_ Live Messenger
I} pnG
L por3
|1—_'f_ POP3 Server
U pop3s server
L swe
ﬂi'!"]i SMTP Server
l-_'f_ SMTPS Server
urJf_ Telnet
Hr_'f_ Telnet Server
3 Infrastructure

]

Close |

| »

U o.<e
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\lordnUu Close mu3U o.ael Nazlinugy o.ex

ew Access Rule Wizard !

Protocols
Select the protocals this rule applies to.

[y

This nule applies to:
ISeIeded protocals j
Protocals:
L HTTP Add...
L HTTPS l_l
Remowe |

< Back Net> |  Cancel

U olaw

® Enable malware inspection for the rule MU ol.ew

o. 31NV o.ew WindnUu Next  aglantisie Malware  Inspection

Mew Access Rule Wizard

Malware Inspection
Select malware inspection settings.

I

{* Enable malware inspection for this rule

" Do not enable malware inspection for this rule

@ For malware inspection to be applied to this rule, malware inspection must be enabled
globally,

Help about malware inspection.

< Back MNext = Cancel

U olew
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2. 33U o.ex WindnUu Next aglanti1sing Access Rule Sources ausU o.&o

New Access Rule Wizard b P

Access Rule Sources
Thiz rule will apply to traffic orginating from the sources specified in this page.

This rule applies to traffic from these sources:

Edit....

I

Femawre

< Back Mead = Cancel

U e.¢o

« WnanUy Add... aglantdnsgestia Add Network Entities Us1ngTusnniugy
o.&¢e WLdoN New -> Computer

Add Network Entities X

Metwork entities:

Mew ~ Edit... Delete

MNetwork
Metwork Set
Conputer |
Address Range
Subnet =
Computer Set

Acld Close

U o.&o

wlwy Useivany
AstIwIMIsilAY Tsaseuiaunemines
drilnauaiunnsfinuuszoudnuunusil e o



©O006)

®0.93UTINYUIENS Tis1imug IP Address 904LA3BNEUATDNAED 1138 IP
Address 1fe7 mugU oo Aviua Name: 1y Admin
Computer IP Address A9 ocl.obc.0.bde (LaLFILEDNUL)

New Computer Rule Element

Is¢

4

Mame:

I adrnin

Computer IF Address:
|192.168. 1. 254

Browse... |

Description {(optional):

oK I

Cancel

U o.&lo

00.WaZHINI198a519%29909 IP Address  Miazoygalindildnuiaunsavilafe
913U o.&o AANUN Add 9U5N MUY oo 11 wibilsdendu Address

Range wnu Aagldnthmadunugy o.em

New Address Range Rule Element

g"ﬁj Name: I Student_Group
r = )

Spedfy the range of IP addresses:

Ix

L51819NRUA

Start Address: | 192 . 168 . 1 . 101
End Address: | 192 . 168 . 1 . 200
Description
{optional):
oK | Cancel
U ol.é&m
[
Name: 1Uu Student Group

Start Address:
End Address:

L{J‘u oxD.0DR.6.6006
Lf]u oxb.ebc.6. oo
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ol laAdn OK W& AazUsnguiieig New Access Rule Wizard angldviiiag de

Access Rule Sources m’mgﬂ o.¢&

Mew Access Rule Wizard 0

Access Rule Sources
This rule will apply to traffic originating from the sources specified in this page.

I3

This rule applies to traffic from these sources:

Edit...

Femawe

iis

< Back

Mext >

Cancel

U e.¢<

on. 213U el.e¢e Windn Add... asUsInguisegesnugy o.ee lisuden Admin
Mogn1eldniin Computers Uag Student group Wegnielavaan Address

Ranges 11lU

Metwork entities:

X

Mew - Edit... Delete

[ Networks

[ Network Sets

= [£5 Computers
A admin

1 Computer Sets

= |5 Address Ranges
E3 anywhere (IPvE)
E R hudent_Group

[ Subnets

&dd

Close

U e.&&
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oc.AAN Add kar Close nua1RuILlanIugy o.éo

New Access Rule Wizard 3 x|

Access Rule Sources
Thiz rule will apply to traffic orginating from the sources specified in this page.

This rule applies to traffic from these sources:

B Student_Group
8 admin

Remove

i3

< Back Next = Cancel

U el&o

0&.31n3U a.&o ANy Next aglanti1i1a New Access Rule Wizard anglel
Wiei9fe Access Rule Destinations #135U o.&e)

New Access Rule Wizard x|

Access Rule Destinations

This rule will apply to traffic sent from the nule sources to the destinations specified
in this page.

This rule applies to traffic sent to these destinations:

Add

Edit..

Femaye

i

< Back Next = Cancel

U ol.&e
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oo WAANYN Add... aglanisegestie Add Network Entities Us1n)Tuuaugy
o.&= Widen External Negnelamiuin Networks

Add Network Entities *
Metwork entities:

Mew = Edit... Delete

= | Networks
\'.‘ External
= Internal
= Local Host
=% Quarantined VPN Clients
"% VPN Clients

3 Network Sets

[ Computers

[l Computer Sets

[ Address Ranges

[ Subnets

[ Domain Mame Sets

[ URL Categaries

[ URL Category Sets

[ URL Sets

Add I Close

U oléw

ool WapanU Close liviiinemugy o.ee

New Access Rule Wizard B |

Access Rule Destinations

Thig rule will apply to traffic sent from the nule sources to the destinations specified
in this page.

Thig rule applies to traffic sent to these destinations:

@ Btemal

I

< Back Mead = Cancel

U olée
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olelcd

oc. na1NUUAANTYN Next aglanti1sing New Access Rule Wizard anglsniieng
fa User Sets mu3U .00

New Access Rule Wizard } x|

User Sets

You can apply the rule to requests from all users. Or, you can limit access to
specific user sets.

This rule applies to requests from the following user sets:

o Al Users

Edit....

I

FHemaye

< Back Meadt = Cancel

U e.o0

Faludos This rule applies to requests from the following user sets: idu
All Users (eladfilvindn Add... ududen All Users 1911U)

0. 313U .00 1AdN Next aglanti1eing New Access Rule Wizard aglel
nUIM19AB Completing the New Access Rule Wizard "N3U @.oe

E:
Completing the New Access Rule
Wizard

You have successfully completed the Mew Access Rule
Wizard. The new Access Rule will have the following
configuration:

Mame: -
Block_|P_Address

Action:
Allow

Traffic:
HTTP HTTPS

Malware Inspection:

Enabled ¥
LI »

To close the wizard, click Finish.

<Back Finish Cancel |

U w.oe

Tyisamdndy Finish Adn Apply -> Apply -> OK sudsu
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®. Uden URL (Block URL)
b. Udonla (Block File)
. vdenlefiueninsa (Block IP Address)
u& Firewall Policy #3 m 8819 Aeseganrunau Firewall Policy fisdadleuimsdnnig
\n3etnsnonfiumeseengdumesiin (ngTe Allow Access to all web sites) luuwdl & ¢e
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dieldiasesgninaidingdumesidalaenaasadnluds www.facebook.com azmnui
Tanunsadgiuledananla anugd oog

= Whtip://www.facebook.com/| £ - £ S X | & Error Message

File Edit View Favorites Tools Help

« R

' Networlk Access Message: The page cannot be displayed

Explanation: There is a problem with the page you are trying to reach
and it cannot be displayed.

Try the following:

#» Refresh page: Search for the page again by dicking the Refresh
button. The timeout may have occurred due to Internet
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